Wolfsherg Group Correspondent Banking Due Dlligence Questionnalre (CBRDC) V14

the
Wolfsberg
Group

Finaneial Institutian Name:
Location {Country) :

National Bank of Oman SAQG
Sultanate of Oman

The quastionnaire Is requirad to be answered on a Legal Entity {L.E} Level. The Financial institution should answer the guestionnalre at the legal entity leve! Including
any branchas for which the client base, products and controf mode] are matertally simllar to the LE Haad Office, This questionnaire should not cover more than one
LE, Each questlon In the CBDDQ will need to be addressed from the perspective of the LE and on behalf of alt of its branches. if a response for the LE differs fm‘ onu
of its branches, this needs to be highlighted and datalls regarding this difference capturad at the end of each sub-section, if a branch’s busi
offarad, cliont base etc.} is materially different than its Entity Head Office, a separate questicnnalre can ka completed for that branch.
1 FuliLegal Name National Bank of Oman SAOG
2 Append a list of foreign branches which are covered . .
by this questionnaire All Domestic branches and foreign branches of
3 Full Legat (Registered) Address Norih Al Lidnaybah, Bousher, Muscat, Sultanate of Gman,
Way 272 Wadl Al Khallt Street, Buiiding number 20.
Malling address: PO Box 751 PC 112 Ruwi, Sultanate of Oman
4 Full Primary Business Address {f different from same as above
above)
5 Date of Entity incorporationfestablishment 2870219973
[ Select type of ownership and append an ownesrship el
chartif available DA
6a Publicly Traded (25% of shares publicly traded) Yes =
a1 IfY, indicate the exchange traded on and ticker Muscat Securities Market
symbol (NBOR)
6b Membaer OwnedMutual No =3
[ Govemment ar State Qwned by 25% or more No =3
Gd Privately Owned ‘Yas [ =]
6di IFY, provide detalls of shareholders or ultimate 1 g )AL SALIM ABDLULAH AL MUKHAINI BAHWAN individual
beneficial owners with a holding of 10% or mare o,
owner of 14,75%
i % of the Entity's {otal shares composed of bearer N A
shares
8 Does the Entity, or any of its branches, operate under N ‘
an Offshore Banking License (OBL)? o
8a #Y, provide the name of the relevant branch/es
which operate under an OBL.
3 Does the Bank have a Virual Bank License or N
provide services only through online channels? o
i0 Name of primarsy financial regulator/supervisory Centra) Bank of Oman , Capita] Market Authority, and Central Bank of UAE.
authority
1 Pravide Legal Entity identifier {LE} if available 54930003B4GI1CT73Z02
12 Provide the full legal name of the ultimate parent(if | The same ne any different
different from the Entity completing the DDQ)
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Wolfsberg Group Gorrespondent Banking Due Diligence Questionnaire (CBDDA) V1.4

13 Jurisgiction of licensing authority ang regulztor of Central Bank of Oman, and Capital Market Authorily.
ultimale parent

14 Selectthe business areas applicable to the Enfity i - B
14a Relail Banking Yes
14b Private Banking Yes 5]
14 ¢ Commercial Banking Yes =3
14d Transactional Banking Yes Lo
1d e Investment Banking Yes =3
141 Financial Markels Trading Yes
1449 Securilies Services/Custody Yes o= |
14h BrokerDealer Yes | |
141 Multilateral Development Bank Na =3
14] Wealth Management Yes =3
14k Other {please explain) International banking, and islamic banking.

15 Does the Entity have a significant {10% or more)

portfolio of non-resident customers or does it derive
more than 10% of ils revenue from non-resident
customers? (Non-resident means customers primarily | No
residertin a different jurisdiction to the location
where bank services are provided)

t6a IFY, provide the top five countries where the non- NA
resident customers are located.

16 Select the closest vaiue:

16a Number of employees 1004-5000 L3

16 b Tolal Assels Greater than $500 million =3

17 Confirm that all responses provided in the a2bove ]
Section are representative of all the LE's branches. | 7°3

17 a If N, clarify which questicns the difference/s relate to

and the branch/es that this applies to.

18 If appropriale, provide any additional
informaticnicontext lo the answers in this section.

2./ PRODUCTS & SERVICES /i i i
19 Does the Entity offer the following products and

services: - o
19a Correspondent Banking Yes |
19 a1 ify e
19 at1a Does the Enlity offer Correspondent Banking

services to domeslic banks? Ne
19 a1b Dees the Enlity allow domestic bank clienis to

provide downstream relatonships? No
18 atc Cees the Entity have processes and procedures

in place to identfy downstream relationships with [ yes .

domeslic banks? ;
189 a1d Dees the Entity offer Correspondeant Banking

services to foreign banks? Yes g
19 ate Coes the Enlity allow downstream relalionships N

wilh foreign banks? o M
19 aif DGoes the Entity have processes and procedurss

in place to idenfy downstream relationships with | yes

foreign banks?
19 a1g Dees the Enlity offer Cerrespondeant Banking

services to regulated Money Services Businesses |ves

(MSBsyMoney Value Transfer Services (MVTSs)?

19 a1h Goes the Entity allow downstream ralationships

with MS8s, MVTSs, or Paymen? Service Provider

(PSPs)?
19 a1hi MSBs No  —|
19 afh2 MVTSs No =3
19 alh3 PSPs No =3
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18 ati Does the Entity have processes and procedures
in place to identify downstream relationships with | ves
MEBs MVTSs/PSFs?
19k Cross-Border Bulk Cash Delivery Yes vt
19¢ Cross-Barder Remittances Yes  o— |
15d Domestic Bulk Cash Delivary Yes =3
19e Hold Mail Yes Lad
197 International Cash Leter Ne [
19g Low Price Sacurities No
19h Payabla Through Accounts No o |
191 Payment services o non-bank enlilies who may :
then offer third pary payment services o their Na $
customers?
1911 IfY , please select alk that apply below? - SRR
182 Third Party Payment Service Providers No e |
1813 Virual Asset Service Providers (VASPs) No =3
19 14 eCommerce Platforms No =
1915 Other - Please explain
19] Private Banking Domestic oot |
19k Remote Deposit Capture (RDC) Yes |
191 Sponsoring Private ATMs No =3
19m Stored Value Instruments Yes oo
19n Trade Finance Yes s |
190 Virtual Assels No
19p For each of the following please slale whether you B
offer the service to walk-in customers and if so, the RS
appiicable level of due diligence: L e
18 p1 Check cashing service Yes =
19 pla If yes, state the applicabla leve! of due diligence |ideatification and verification =3
19 p2 Wire transfers No
18 p2a If yes, state the applicable level of due diligence | Flease select
19 p3 Fareign cumrency corversion Yes Bl
18 p3a I yes, state the applicable level of due diligence | Identification and verification =3
18 p4 Saie of Monetary Instrumants No =
19 pda I yes, state the applicable level of due diligence | Please select
18 p5s If you offer other services to walk-in customers
plaase provide more detail here, including
desceribing the level of due diligence.
19q Other high-risk products and services identified by
the Entity {please specify)
20 Cenfirm that all responses providad in the above
Seclion are representative of all the LE's branches. | Y85 B
20a It N, clarify which questions the differencel/s relate to
and the branch/es that this appfies to.
21 [f appropriate, provide any additional 18b. The cross border bulx cash delivery is stricily limited to NS0 branches located in Musandam
infarmation/context fo the answers in this seclion, region batwesn UAE and Sultanate of Oman borders,
3/AML/CTF & SANCTIONS PROGRAMME
22 Dees the Enfity have a programme that sets minimum
AML, CTF and Sanctiors standards regarding the T
following components: RS
22a Appointed Officer with sufficient Yes =
22h Advarse Informatian Screening Yas j - |
22¢ Beneficial Ownership Yes oy |
22d Cash Reparting Yes
22ea cbo Yes =3
221 EGD Yes ==
22¢g Independent Testing Yes L3
22h Periodisc Review Yas L3
221 Pualicies and Procedures Yos Eeacd
22| PEP Screening Yas =3
22k Risk Assessment Yes [m 2}
221 Sanctions Yes ﬁ-f
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Wolfsberg Group Correspondent Banking Due Diligence Questionnaire (CBDDO) V14

information/context to the answers in this section.

22m Suspicious Aclivity Reporting Yas
22n Training and Education Yes
220 Transaction Monitaring Yes
23 How many futl ime employees are in the Entity’s
AML, CTF & Sanctiens Compliance Pepariment? 14100
24 Is the Entity's AML, CTF & Sanctions policy approved
at least annually by the Board or equivalent Senior
Management Committee? FN, describe your practice {YeS
in Question 29.
25 Does the Board receive, assess, and challenge
regular reporting on the states ofthe AML, CTF, & Yas
Sanclions programme? ¥
26 Does the Enfity uss third parties to camy outany 3
components of its AML, CTF & Sanctions programme? No
263 IfY, pravide further details
27 Does the entity have a whistleblower palicy? Yes
28 Caonfirm that afl responses provided in the above E
Section are representative of all the LE's branches Yes i
28a IfN, ctarify which questions the difference/s relate to
and the branch/es that this applies to.
29 It appropriate, provide any additional 26; the Bank Is performing AML, CTF and sanctions activities in house and na third parties

involvements.

‘A5 ANTI.BRIBERY.& CORRUPTION

30

Has the Entity ¢ocumentad policies and pracedures
consistent with applicable ABC regutations and
requirements {o reasonably prevent, detect and
report bribery and corruption?

Yes

3

Does the Entity have an enterprise wide programme
that sets rminimum ABC standards?

32

Has the Entity appointed a designated officer or
officers with sufficient experiance/expertise
responsible for coordinating the ABC programme?

33

Does the Entity have adequate staff with appropriate
levels of experiencefexperise to implement the ABC
programme?

Yes

34

Is the Entity's ABC programme applicable to:

35

Does the Entity have a global ABC poficy fhat;

Both joint ventures and third pariies acting on behalf of the Entity

35a

Pronibits the giving and receiving of bribes? This
includes promising, offering, giving, solicitation or
raceiving of anything of value, direcy orindiractly,
ifimproperly intended to influence action or obtain
an advantage.

Yes

I!E(H‘

4

35hb

includes enhanced requirements regarding
Interaction with public officials?

Yes

35c

Includes a prohibition against the falsification of
baooks and records (this may be within the ABC policy
or any other palicy applicable fo the Legal Entity)?

36

Does the Entily have controls in place to menitor fhe
effectivenass of their ABC programme?

37

Does the Board receive, assess, and challenge regular
repariing on the stalus of the ABC pragramme?

38

Has the Entity's ABC Enterprise Wide Risk Assessmeny
{EWRA) been completed in the last 12 months?

[ )

3Ba

i N, provide the date when the last ABC EWRA was
completed.

38

Does the Entity have an ABC residuat risk rating that
is the netresulf of the controts effectiveness and the
inherentrisk assessment?

Yes

40

Does ihe Enlity's ABC EWYWRA cover the inherentrisk
components detailed below:

Yes

40a

Potential liability created by intermediaries and

oiher third-party providers as appropriate

]
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Woifsberg Group Correspondent Banking Due Diligence Questicnnalre {CBDDQ) V14

40 b Corruption risks associated with the countries and =
industries in which the Entity does business, direclly | veg
or through intermediaries o
40c Transadtions, products or services, including thase
that involve state-owned or state-controlled entites | vgg ]
ar public officials 3
40d Corruption nisks associated with gifis and ]
hospitality, hiingfintemships, charitable donations | yes 3
and politicat contributions -4
40e Changes in business activities that may materially 3
increase the Engty's carmuption risk Yes n
41 Does the Entity’s internal audit functian or other 3
independent third party cover ABC Policies and Yes =
Procedures? ]
42 Does the Entity provide mandatory ABC training to: - R
4Za Board and senior Committee Management Yas 3
42b 1st Line of Defenca Yes E!
42 ¢ 2nd Line of Defence Yes Ld
42d 3rd Line of Defence Yos o |
42e Third parties to which specific compliance activities cab
subject to ABC risk have been outsourced Nat Applicable
42t Non-employed workers as appropriate i n
(coniracibrsicansultants) Not Applicable ]
43 BGroes the Entity provicde ABG training that Is targeted v
‘0 specific roles, responsibilities and activities? es o
44 Confirm that all responses provided in the above _I
Section are representative of all the LE's branches {7 2°
44 a If N, clarify which questions the diflerence/s refate fo | Q42e
and the bBranch/ies that this applies to. Q421
ABC Training is mandatory as pan of agreement T&Gs with such pariies i.e, vendor, cutsourced
workers, efc,
45 |f appropriate, provide any additional

information/context to the answers in this section,

5.AML, CTF & SANCTIONS POLICIES & PROCEDURES:

foreign PEPs, including their family and close
associates

46 Has the Entity documented policies and procedures
consistent with applicable AML, CTF & Sanctions
regulations and requirements to reasonably prevent,
detect and report:
46a Money laundezing
46 b Terrorist financing
46 ¢ Sanctions violations
47 Are the Entify’s policies and procedures updated at
least annually?
48 Has the Entity chosen to compare ids policies and
procedures against:
48a U.S. Standards Yes
48 at IfY, daes the Entify retain a record of the resulis? | Yas _i
48 b EU Standards Yes et |
48 bt IfY, daes the Enlity retain a record of the resulis?  |ves =3
49 Does the Entity have policies and procedures that: L
49a Prohibit the opening and keeping of ancenymous
and ficiious named accaunts Yes E
49b Pronibit the opening and keeping of accounts for ]
unlicensed banks andfor NBFls Yes
49 ¢ Prohibit dealing with other entities that provide 3
banking sarvices to unlicansed banks Yes
49d Pronibit accounisirelationships with shelf banks Yes 3
49 e Prohibit dealing with another entity that provides
sarvices to shell banks Yes E
a9 f Pronibit opening and keeping of accounts for
Section 311 designated entities Yas B
49g Prohibst opening and keeping of accounts for any of [~
unlicensed/unregulated remittance agents,
exchanges houses, casa de cambiq, bureaux de Yes v
change ar money transfer agents ........
49 h Assess the risks of relationships with demestic ard [
v
Lo

Yes
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Wolfsberg Group Correspondent Banking Due Dillgence Questionnaire {CBDDAQ) V14

491

Define the process for escalating financial erime risk
issues/potentially suspicious aclivity identified by
employees

Yes

9]

Define the process, where appropriate, for
terminating existing cusiomer refationships due to
financial crime risk

Yes

49k

Define the process far exiting clients for financial
crime reasons that applies across the entity,
including foreign branches and affiliates

Yes

LED]

Define the process and controls to identify and
handle customers that were previously exitad far
financial crime reasons if they seek to re-establish a
relationship

48 m

QOutline the processes regarding screening for
sanctions, PEPs and Adverse Media/Negalive News

Yes

49 n

Quiline the pracesses for the maintenance of
intarnal "watchlists”

Yes

50

Has the Entity defined a risk tolerance statemant ar
similar document which defines a risk boundary
around their business?

Yes

51

Does the Entity have record retention procedures that
comply with applicable laws?

Yes

S1a

1Y, what s the retention periog?

5 years or more

B e e e

C

52

Canfirm that all responses provided in the above
Section are representative of all the LE's branches

52a

il N, dlarify which questions ihe difference/s relate io
and the branch/es that this applies to.

53

if apprapriate, provide any additional
infarmation/centext to the answers in this section.

§:AML CTF & SANCTIONS RISK'ASSESSMENT:

54 Does the Entity's AML 8 CTF EWRA cover the
inherent isk components detailed below:
54 a Client Yas
54 b Product Yos
54¢c Channel Yes
54d Geography Yes
55 Does the Enlity's ABL & CTF EWRA cover the . REREE
controls effectiveness components detaifed below: - S
55a Transaction Monilaring Yes B
55b Customer Due Diligence Yes s |
55¢ PEP Identification Yfas
55d Transactien Screening Yes =3
55e Name Screening against Adverse Media/Negative
News Yes B
55f Training and Education Yes =
58 g Govemance Yos Gd
55h Management Information Yas e
56 Has the Entity's AML & CTF EWRA been completed Yes B
in the jast 12 months?
56 a KN, provide the date when the last AML & CTF
EWRA was complated.
57 Does the Entity's Sanctions EWRA cover the inherent S
risk components detailed below:
57a Client Yes B3
57b Product Yas =3
5T c Channel Yos =
57d Geagraphy Yas
5B Does the Enlity's Sanctions EWRA cover the controls B -
effectiveness componenis detailed below: S
5Ba Customer Due Diligence Yes m
58 b Govemance Yes [& &
SBc List Management Yes e |
B 6B d Managomont Information Yoo =l

@ The Wolfsharg Group 2023

Page B

CBDDQ V1.4



Wotlisherg Group Correspondent Banking bue Diligence Quasticnnaire {CBDDQ) V1.4

S8e Name Screening Yas E‘
58 1 Transaction Screening Yas =3
58 g raining and Education Yes =3
5% Has the Entity's Sanctions EWRA been completed in ]
the last 12 months? Yes M
5%a If N, provide the date when the last Sanctions
EWRA was completed.
60 Confirm that all responses provided in the above
Seclion are representative of all the LE's branches Yes
a0a If N, clanfy which questions the difference/s relate to
and the branchfes that this applies to.
61 If appropriate, provide any additional
information/context to the answers in this section,
7.KYC,;CDD-and EDD i
62 Does the Enfity verify the identity of the customer? Yes =3
62 Do the Entity’s policies and procedures setaut when
CDD must be complaeted, e.g. atthe time of Yes I
onboarding or within 30 days? ]
64 Which ofthe following does the Enlity gather and PN
retain when ¢enducting COD? Seledt all that apply: IR
Gda Customer identification Yos s §
64 b Expected activity Yes L
[ 1Y) Nature of business/employment Yes
B4 d Ownership structure Yes [ ]
64 Praduct usage Yes = |
64f Purpose and nature of relationship Yes =1
6dg Source of funds Yes 3
64 h Source of wealth Yes oo |
65 Are each of the following identified: - B
65 & Ultimate beneficial ownership Yes 23
65a1 Are ultimate beneficial owners verified? Yes ¥
65b Authorised signatories (where applicable} Yes
65¢c Key controllers Yes L
65d Chher refevant parfies Yes =3
66 ‘Whatis the Entity’s minimurmn (lowesf) threshold .
applied to beneficial ownership identfication? 25% E
67 Does the due diligence process resultin customers
receiving a risk classification? Yes B
67a if Y, what factorsferiteria are used to determine the :
customer's risk classification? Select all thatapply:
67 a1l Product Usage Yes
67 a2 Geography Yes
B7 a3 Business Type/findustry Yes
67 a4 l.egal Enlity type Yes
67 ab Adverse Information Yes
67 ab Cther {specify)
68 For high risk non-individual customers, is a site visita E
part of your KYC process? Yas
68 a fY,is this at: : S
68 af Onboarding Yas =i
68 aZ KYC renewal Yes Lad
68 a3 Trigger event Yeas vt
68 ad Other Yes s |
68 ada If yes, please specify "Cther”
6% Does the Entity have a nsk based approach o 7
sereening customers for Advarse MediaMNegative Yes
News? B
69a ifY, is this at: L
69 al Onboarding Yas 3
- fi9 a2 KY G ranawal Yag C=d
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6% al Trigger event Yes

70 What s the method used by the Entity to screen for o
Adverse Media/Negalive News? Combination of automated and manual

Tt Does the Entity have a risk based approach to screening
customers and connected partias 1o detarmine whetherfyes
they are PEPs, or controlled by PEPs?

Tta IfY, is this at:

71 at Cnboarding Yes

71a2 KYC rgnewal Yes

T1a3 Trigger event Yes

72 Whal is the method used by the Entity fo sgreen PEPs? | Comblnation of sulemated snd manual

73 Does tha Entity have policies, procedures and processes
to review and escafate potential matches from screening
cuslomers and connected parties ta determine whether | T&5
they are PEPs, or controlied by PEPs?

74 Is KYC renewed at defined frequencies based on risk
rating (Periodic Reviews)? Yes

T4a Ifyes, select all that apply:

T4a1 Less than one year Yes

74 a2 -2 years Yas

74 a3 3 -4 years Yes

14 a4 % years or more Yes

74 a5 Trigger-based or perpetual monitoring reviews Yes

74 a6 Other {Please specify} High risk customers KYC review every years.

Mediium risk customers KYC review avery three years
Low fisk customers KYC review every fiva years,

75 Does the Entity maintain and report metrics on current
and past periodic ar trigger event due diligence Yes
reviews?

76 From the list below, which categaries of customers ar L
industries are subject to EDD and/or are restricted, or Lo
prohibited by the Entity's FCC programme? B : i SR

T6a Arms, defence, military Always subject to EDO =i

76b Respondent Banks EDD on risk-based approach B

760 if EDD or restricted, does the EGE nent ]

contain the elements as set out in the Wolfsberg Yes g
Comespondent Barking Principles 20227 s
76¢c Embassies/Cansulates EDD on risk-based approach >3
76d Extractive industries Always subject to EDD =
76e Gambling customers Prohibited =

76§ General Trading Companies EDD cn risk-based appraach

76 ¢ Marijuana-refated Entities Prohivited =

76h MSBMVTS custemers Always subject to EDD =]

76i Non-account sustomers Abways subject to EDD =]

76] Non-Government Organisations EDD on risk-based approach [52]

76k Non-resident customers Always subject to EDD =

761 Nuclear power Prohinited i¥]

76m Payment Service Providers Abways subect to EDD (R4 ]

%N PEPs Always subject to EDD 5]

6o PEP Close Associales Always sublect to EOD =

76p PEFP Relatad Always subject to EDD =

T6q Precious metals and stones Always subject to EDD =3

76r Red light businesses/Adult entertainment Prohisited X

76s Regulated charities Always subject to EDD =

76t Shell banks Prohivited =
76u Travel and Tour Companies EDD on risk-based approach =3

T6v Unregulated chariies Prohibited =3

TEw Used Car Dealers Always subject to EDD

TEX Virual Asset Service Providers Do net have this category of cusiomer ar industry =3

T6y Other {spacify)

77 If restricted, provide details of the restriction

78 Does EDD require senior business management and/
ur corrglanes sppTuval? Yas
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78a IfY indicate who provides the approval: Both
79 Does the Entity have specific procedures far
onbearding entities that handle client maney such as |ves
lawyers, accountants, consultants, reaj estate agenis?
80 Does the Entity perform an additional control or v
quality review on clients subjectto EDO? s
81 Confirm that all responsas provided in the above Y
Section are representative of all the LE's branches es
81a If N, clarity which questions the difference/s relate to
and the branch/es that this applies to
B2 rﬁappropriaie, provide any additional
information/context to the answers in this section.
8, MONITORING & REPDRTING
a3 Does the Entity have risk based policies, procedures
and monitering processes for the identification and Yes 1
repotting of suspicious activity?
84 What is the method used by 1he Entity to moniter :
transactions for suspicious activities? Autornated ]
B4a If manual or combination selected, specify what
type of ransactions are manilored manually
If automated or combination selected, are intemnal Vend 4 ool
845 system or vendor-sourced tools used? endor-sourced foois
B4 b1 if 'Vendor-sourced ieof or 'Both' selected, whatis | OMNI Enterprise from Kiya (Infrasoft Technclogies LTD}
the name of the vendorfcol?
84 b2 When was the tool lastupdated? 1.2 yaars
B4 b3 When was the sutomated Transaction Monitoring 12
e o ~2 yaars
application [ast calibrated?
85 Daes the Entity have regulatory requirements to Y -
3 " (:L]
report suspicious transactions? L
B5 & [T, does the Entity have policies, procedures and
processes to comply with susplcious transaction Yes -
reporting requirements?
-
86 Does the Entity have policies, procedures and :
processes to review and escalate matters arising from | Yes A
the monitoring of custemer ransactions and activity? "
87 Does the Entity have a data quality management
programme to ensure that complete data for all Yes v
transactions are subject to monitoring?
i
88 Duoes the Entity have processes in piace to respand [
to Request For Information (RFis) from other entities | Yes -
in a timely manner? b
89 Does the Enfity have processes in place to send [ 1
Requests for Information (RFIs) to thelr customersin  |Yes hd
a timely manner?
90 Confirm that all responses provided in the above
Section are representative of all the LE's branches | 7%°
80a if N, clarify which questions the differencess relate to
and the branchies that this applies to
91 If appropriate, provide any addiionat
information/cantext to the answers in this section.
9. PAYMENT TRANSPARENCY:
82 Does the Entity adhere to the Woifsberg Group ves B
Payment Transparency Standards?
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Wolfsberg Group Correspondent Banking Due Dillgence Questionnalre (CBDDG) V1.4

93

Does the Entity have policies, procedures and
processes to comply with and have confrols in place
to ensure compliance with:

93a

FATF Recommendation 16

Yas

93b

Lacal Regulations

Yes

=
WE

93 bi

ITY, specify the regulation

Sulianate of Gman Roya] Decrea {30/2018) and related CBO AML Laws, circulars and guidefines.

93c

If N, explain

94

Does the Entity have contrels to support the intlusion
of required and accurate originator information in
cross border payment messages?

Yas

85

Duoes the Entity have controls to support the inclusion
of requirad beneficiary informatien cross-border
payment messages?

Yas

85a

if Y, does the Entity have procedures to include
beneficiary address including country in cross
border payments?

Yas

96

Confirm that all responses provided in the above
|Section are representative of alt the LE's branches

30| T O

86a

If N, ¢larify which questions the difference/s relate to
and the branch/es that this applies lo.

97

If appropriate, provide any additicnal
information/context to the answers in this section.

TIONS:

Does the Enfity have a Sanctions Polisy approved by
management regarding comptiance with sanctions
law applicable to the Entity, including with respectio
its business conducled with, or thraugh accounts held
at foreign financial institutions?

Yes

Deoes the Entity have policies, procedures, ar other
controls reasonaply designed ta prevent the use of
another enlity’s accounts or services in a manner
causing the other entity to violate sanctions
prohibitions applicable to the ather entity (including
prohibitions within the other entity's lacai jurisdiction)?

Does the Enfity have policies, procedures or athar
controls reasonably designed to prohibit andfor
detect actions taken to evade applicable sanctions
prohibitions, such as stripping, or the resubmission
andfor masking, of sanclions relevant information in
cross berder fransactions?

|

101

Does the Entity screen its custorners, including
beneficial ownership information collected by the
Entity, during onbeoarding and regulary thereafter
against Sanctions Lists?

Yes

Whatis the method used by the Entity for sanctions
screening?

Automated

0 I |

102a

If ‘automated’ or ‘both automated and manual’
selected:

102 a1

Are intemal system of vendar-sourced toels used?

Vendor-sourced tools

102 ala

i a vendor-sourced ool or 'both' selectad, what
is the name of the vendorftonl?

Safe Walch from EastiNets.

102 a2

When did you last test the effectiveness (of finding
true matches) and completeness (lack of missing
data) of the matching configuration of the
automated tool? (If ‘Cther” please explain in
Question 110}

1-2 years

103

Does the Entity screen all sanctions relevant data,
including ata minimum, entity and location
information, contained in cross border transactions
against Sanctions Lists?

Yes

- 104

Whetia the mcthod usad by the Cnéty?

AHedraded
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108 Does the Entity have a data quality management
programme {0 ensure that complate data for ail Yes
transactions are subjact {o sanctions screening?
106 Select the Sanclions Lists used by the Enlity in its
sanclions screening processes:
{06 a Consolidated United Nations Security Council Used f ! ) d bensficial i d for fitering fransaciional dat ::
Sanctions l.ist (UN) 5ed fof screening customers an eneficial owners and for fikekng nsaclional data 3
106 b United States Depariment of the Treasury's Office of
Forelgn Assats C?:mrol {OFAC) Y Used for screening customers and beneficial owners and for filtering transactional data B
4l Sanctions ementation HMT 3
06 ?Oﬁ;:l;)nfﬁnanual Sanctions [mpleman nh Used for Ingy andt ficial owners and for fitering transactional dats
106 d European Union Consolidated List (EL) Used for screening customers and beneficial owners and for &ltering {ransactional data | |
106 e {ists maintained by other G7 member countries Not used [ |
106 Other {specify) The bank Is also using Oman lacal terrorist st NCTG, UAE list and bank interal lists.
107 ‘When regulatory authorities make updates o their
Sanctions list, kow many business days before the
entity updates thelr active manual andfor automated
screening systems against : o
107 a Customer Data Sama day tc 2 business days
107 b Transactions Sams day 10 Z husiness days
108 Does the Enlity have a physical presence, e.g.
branches, subsidiaries, ar representative offices
localed in countries/regions against which UN, OFAC, |No
GFSI, EU or G? member countries have enacted
comprehensive jurisdiction-based Sangtions?
109 Confirm that all responses pravided in the above v
Section ara reprasantative of all the LE's branches es
109 a If N, clanify which questions the difference/s relate to
and the branch/es that this applles to.
110 T appropriate, provide any additional
information/context to the answers in this section.
11 TRANING & EDUCATION:
LEE] Does tha Entity provide mandataty tralning, which
includes:
111a Identification and reporting of ransactions fo v
government authorities s
111b Examples of diffarent forms of money [aundering,
terrorist finaneing and sanctions violations relevant
for the types of products and services offered Yes
11ie Internal policies for contrelling money faundering,
{errarist firancing and sanclions vislations Yes
111d New issues that oceur in the market, e.g. significant
regulatory actions or new regulations Yes
1118. Conduct and Culure Yos
1111 Fraud Yes
112 [5 the above mandatory fraining provided to: -
112a Baard and Senicr Committee Management Yes
11zb 1stLine of Defence Yes =3
112¢c 2nd Line of Defence Yes =3
112d 3rd Line of Defenca Yos =3
112e Third parties te which specific FCC activities have
been outseurced Yes hd
112f Non-empieyed workers {coniractors/consublants) Yes @
113 Does the Entity provide AML, CTF & Sanctions training
that is targeted to specific roles, responsibiliies and | yes -
high-risk products, services and activities? .
114 Boes the Entity provide customised training for AML, v B
CTF and Sanctions staff? b
114a If Y, how frequently is training delivered? Annually =3
118 Confirm that all responses provided in the above ¥ E
Section are representative of all the LE's branches es
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115a if N, clarify which questions the difference/s relate to

and the hranchfes that fhis applies to.

116 If appropriate, previde any additional
information/context {o the answars in this section.

12, QUALITY:ASSURANCE ICOMPLIANCE TESTING

117 Doas the Enlity have a program wide risk based
Quality Assurance grogramme for financial crime Yas E
(separate from the independent Audit function)?

118 Does the Entity have a pragram wide risk based 1
Compliance Testing process (separale from the Yes H
independent Audit function)? 4

i18 Confirm that all responses graovided in the above ¥
Seclion are representative of ali the LE's branches s

ii8a if N, clarify which questions the difference/s relate to
and the branch/es that this appiies to.

120 If appropriate, provide any additional
infarmation/context to the answers in this section.

43.AUDIT:

21 In addition to inspections by the government
supervisorsiregulaters, does the Entity have an
internaj audit function, a testing function or other
ingependent third party, or both, that assesses FCC | Yes
AML, CTF, ABC, Fraud and Sanctions palicies and
praclices on a reguiar basis?

122 How often is the Entity audited on its AML, CTF, ABC, R
Fraud and Sanctions programme by the following: B IR L

122a Internal Audit Department Compenent-based reviews =3

122 b Exlemal Third Party Component-basad raviews =3

123 Does the internal audit function or other independent | .-~ Lo g
third parly cover the following areas: i

123a AML, CTF, ABC, Fraud and Sancticns policy and

procedures Yes

123 b Enlerprise Wide Rigk Assessment Yes [z ]

123¢ Govemance Yes - |

123d KYC/CDDJ/EDD and underlying methodologies Yes [ |

123 e Name Screening & List Management Yas =3

1231 ReportingMetics & Management Information Yes [ |

123 g Suspicious Activity Filing Yas

123h Technology Yes - |

1231 Transaction Monitoring Yes

123 Transaction Sereening including for sanctions Yes =3

123 % Training & Education Yes 3

1231 Cther (spacify)

124 Are adverse findings from internal & external audit ]
tracked to completion anc assessed for adequacy Yes
and completeness? -

125 Confirm that afl responses provided in the above v
section are representative of all the LE's branches es

1252 If N, clarify which questions the differencefs relate to

and the branch/es that this applies to.

126 If appropriate, provide any additional
informationfcontext to the answers In this section.

127 Does the Entity have policies in place addressing
fraud risk? Yos

128 Does the Enfity have a dedicated team respansible [‘:‘i
furpreventny & delectiy fraud ? Yes L
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129 Does the Entily have real time monitoring to detect  fyoo
fraud?
130 Do the Enfity's processes include gathering

additionat information to suppaniits fraud controls, for | yes
example: IP address, GPS lecation, and/or device ID?

31 Confirm that all responses provided in tha above
section are representative of all the LE's branches

L]

131a If N, clarify which questions the difference’s relate to

and the branch/es that this applies to.

%132 If appropriate, provide any additional

information/cantext to the answers in this section.

Declaration Statement

Wolfsberg Group Comespondent Banking Due Difigence Questionnaire 2023 (CBDDQ V1.4)
Declaration Statement {To be signed by Globat Head af Correspandent Barking or equivalent positicn holder AND Group Money Laundering Prevention Officer, Global Head of
Anti- Money Laundering, Chief Complance Officer, Global Head of Finaniclal Crimes CompFance OR equivalent)

k; < lMaF"‘a%r'tant:ial Instifution name} is fully commitied to the fight against financial crime and makes
every effart to ramain in full compEance with al appficable financial crime laws, regulations and standards in all of the jurisdicticns in which it does business and holds accounts.

The Firanclal Iastitution understands the critical importance of having effective and sustalnable contrels to cambat financlal crime in order ta protect its reputation and to mest Rs
legal and reguiatory obligations.

The Financial {nstilulion recognises the importance of fzansparency regarding parties lo transactions in international payments and has adopled/is committed to adopling these
slandards.

The Financial Instiulion further certifies it comples with / is working to comply with the Wolfsberg Correspondent Banking Principlas and the Walfsberg Trade Finance Principles.
The information provided In this Wolfsberg CBDDQ will ba kept current and will be updated na less frequently than every eighteen months,

The Financial institulian commits to file accurate supplamental information on a tmely basis.

I, TP‘ QW A A WAWART L (Global Head of Correspondent Banking or equivalent), certify that | have read and understood this deciaration, that
the answers pravided in this Wolfsberg CBDDC are complete and carrect ta my honast bafiaf, and that | am authorised to execute this declaration en behak of the Financial
Instituticn.

. .
f /SSM WASM M’g"l- ,“ 7 RO or equivakent), ceriify that | have read and understood this declaration, that the answers provided In this
Wnlfshe7CSDDQ are complete and correct to my honest bekief, and that | am authorised to execute this declaration on behalf of the Financial Institution,

m/ ‘l. - "\ ° ’)/\)\ (Signature & Date}

j— .4"’- u 1‘% (Signature & Date)
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